Guide to Gaming with ESET Security

Tips to aistomize your ESET security product for maximum gaming performance
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Introduction
This document will give youps and tricks for getting the moperformancefrom your computer while
keeping your malware defenses active and strong.

ESET NOD32 Antiviend ESET Smart Secuitye fast and secure right out of the box, so even if you
R2y Qi dza S | y érganihg axgérieacS willba dquie g@od. ESET products are also highly
customizable so you can pick and choose your performance settings according to your personal
preferences. Use any or all of these tipsci@ate your own settings the choice is yors.

Note that the screen shots are from ESET Smart Security, so if you are using ESET NOD32 Antivirus they
may look a little different (fewer settings and icons), but these instructions will work for either product
unless specifically noted. Sesvw.eset.comsolutionggamingphpfor a list of the differences in the

two products.

Important Note:

Someof these tips will reduce your security levélom the default settings They are meant for
advancedusers who are trying to get maximum performance from their computers, while still
maintaining a reasonable level of security. They are not recommended for average computer users,
business environments, or systems where the highest security is desired.


http://www.eset.com/solutions/gaming.php

Tip 1: Use Advanced Mode to access more detailed settings.
In order to access many of the setting the following tips, you will need to pwtour ESET security

productA yi2 a! RGIFIYOSR Y2RS¢ @
that you can now control more settings and features.
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» { Maximum protection
ESET Smart Security is providing maximum protection for your computer.

v Antivirus and antispyware
v Personal firewall

v Antispam module

Number of blocked attacks:

Version of virus signature database:

License valid until:

~ Display: Standard mode

+ Display: Standard mode

0
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Tip 2: Minimize interruptions by limiting alerts and notifications.

While E&Twill not bother you with a lot of pojups andnoise in its default configuration, you can make

it even quieter with the following options. First you will need to enter the advanced setup tree, to get to

where we can do some real tweaking. Choose Setup from the main section list on the leftjdkeimecl

link at the bottomto a 9 Y 1 SNJ 4§ KS Sy iGANB | RGFYOSR aSiddzal G4NBESXE o

Protection status Setup
Adjust your computer's security level.

Computer scan

Update Antivirus and antispyware protection
Real-time file system protection v Enabled
Email protection v Enabled

Sl Web access protection v Enabled

Antivirus and antispyware

Personal firewall Personal firewal|

Antispam module Network traffic filtering v Enabled

Tools Antispam module

Antispam module v Enabled
Help and support

Set up Username and Password for update...
Configure proxy server...

Import and export settings...

Enter entire advanced setup tree...

¢ Display: Advanced mode

bSEGZ &ONRtf R2g¢y (G2 6KSNB @&2dz Oy aS8S (GKS !t SNIaA
possible to remove display of all aleris,most cases you will want 8ee alerts that require your
FGGSydAaz2y O6F2NI Ayadl yoSs Yt gl NB GKIFIG OFyQd o6S O



 ESET Smart Security

- Rules and zones » | Alerts and notifications
- IDS and advanced options Alert windows
- Application modification de Alert windows are displayed if a threat is detected, or if user intervention is required.
i~ Protocol filtering
- Connection view Display alerts
- Antispam module
-~ Update Notification windows
=) T°°'f = — Messageboxes are used to display short text messages or questions.
- Log files
g;t:;:e Close messageboxes automatically after (sec.): 1 i.—j
- Alerts and notifications e .
- Threats Net [:)esj(h:)p ?objﬁcat:ons a:u: bélloon hps{ SO f
.. . By gerault, deskrop notirications are di ! er rgnt-Rand cormer or your
= USEI‘AI;;teErf:nC: tficati = screen and contaln information that does nat require user Intervention,
no ons |= 5 -
. Settings protection \ | /| Display notifications on desktop | Configure notifications. ..
& M (;Icl)ntext e \l [V] Display balloon tips in taskbar (for sec.): 10 = |
—I- Miscellaneous SR 2|
- Proxy server B
-{icenses Display only notifications requiring user intervention
- Remote administration | ||  On multi-user systems, display notifications on the screen of this user:
- Email client integration b Administrator
< m »
[ ok || cancel || Defaut




Tip 3: For tournament play, u pdate only in off hours

We generally recommend the progr&mdefault settings for updates: checkezy hour ancddownload

whenever new updates are availabtggically 23 times a day). ESET updates are very small (< 50K), so

they use almost no bandwidth or processing overhead. For tournament or extreme online play,

however, it may be preferable to dnupdate when the computer is not in use for gaming. By

configuring the updatetoonlychgc RdzZNAYy 3 (GAYSa 6KSy @2dz2QNB y20 LI} I @&
daily while completely eliminating any updatelated lag. Because this technique may delay gietty

important security updates, and the benefits to using it will not be noticeable unless the computer is

dzy RSNJ @SNE KSI @e dzaSz 6S R2y Qi NBpi® townarngeRtleRR A y 3 (0 K
play.

First, open the Tools section and select 8wheduler/ £ A 01 ! RRX

Security

Scheduler/Planner
Configuration of scheduled tasks running at specified times and their

properties.

Name Task Launch time Settings Last run

Regulara.. Update. Task will be r... No specifics... 6/26/2008...
El] Automatic .., Update. Dial-up conn... No specifics...
D Automatic .., Update. Userlogon (.. No specifics..,
@ Automatic .., System start...  Userlogon (..
@ Automatic... Systemstart... Successful u... 6/25/2008...
Tools
Log files
Quarantine

Scheduler

Help and support

O3 Open in @ new window

 Display: Advanced mode

From the puldown menu, select Update.



Add task

Scheduled task:
al application

B

‘ extemal pplication
System startup file check
On-demand computer scan

More information about task scheduling...

q ‘ < Back J[ Neﬁ)][Cancel]

)
v

|
A —

Give the task a name (this will appear in the schedule list), and choose how often to run it. Daily is good
since you can then pick the exact time

Task name:

Once Daily Update

Run the task

("1 Once

' Repeatedly

(@ Daily
“PWeekly

(") Event triggered

] |

= e e e e

[ <Back | Net> | [ Cancel |

Next, choose a time when the computer will be on, but not in critical keep inmindi K § 9{ 9¢ Qa
updates are alreadyvery efficient, sanly the most intensive use will be noticeably affected by an

update.



Specified task will be run daily at the selected time.
Time of task execution:

B00:00AM [ =]

I e e e e

[(Bad(]ENatt)i[Cmcel]

Next, decide which action to take if thgpdate does not run at the scheduled time for some reason (like
the computer was turned off). For this task, choosing the option shown below will rwrptete as
soon as the computer powers up again

if the task cannot be completed at the scheduled time (e.g. the computer is off), it will be
completed as soon as possible, or at the next regular scheduled time.

If task did not run

() Wait urtil the next scheduled time

(@, Run task as soon as possible

(" )"Run task immediately if the time since its last execution exceeds specified interval

{ |
T ask interval (hours); iz"‘ = ‘

I e e e e

| <Back | Net> | [ Cancel |

Finally, click the Finish button if all the settings the way you want them.



The task has been scheduled.
Scheduled task overview

Task name:
Once Daily Update

Task type:
Update.

! Run task:
||  Task will be run every day at 8:00:00 AM.

Action to take if the task is not run at the specified time:
| Task will be run as soon as possible.

v'| Run task with specific parameters

| <Back | Firish{}_][Cmcel]

Now that you have a task scheduled, you need to pitkpdateprofile touse There is a buiin profile
Ol £ £ SR & a &was dvéat#drdariBggthe ingtdll frocess and contains your license information (or
a trial liceng if you downloaded the trial) The secondary profile is primarily for business users who may
get updates from different networks, depending on how their company is setaapjust leave it blank.



Update profiles

Profile to use for update:
W
| .
Secondary profile to be used for update:

[ 3

[ ok ] [ cancel |

e = J

Now that the new update task is scheduled, you can tffrihe regular automatic hourly update by
clearing its checkbox.




(+) ESET Smart Security

ESET Smart Security

User interfacev Setupv Toolsw Helpw

Protection status ’ Scheduler/Planner
Configuration of scheduled tasks running at specified times and their

properties.
Computer scan

Name Task Launch time Settings Last run

Update R Update. Task will be ... No specifics.. 6/26/2008...
Automatic . Update, Dial-up conn... No specifics...

[7] Automatic ... Update. User logon (... No specifics,.,

Once Daily... Update,. Task will be r... My profile

Automatic .., Systemstart.. Userlogon (.

4 Tools [¥] Automatic... System start.. Successful u... 6/25/2008...

Setup

Log files
Quarantine

Scheduler

Help and support

Addee | |

O Open in a new window

! Display: Advanced mode




Tip 4: Reduce lag by autoscanning only executable files

By default, ESET scans any file that is accessed or created. Our advanced scanning technitfues tailor
scan to the type of file for more speed and effectiees. Wu may be able to further reduce scanning
overhead by setting the program to scan only files that are executablre known to allow embedded
commands.Examples of these types of files gmm@grams, document@hat may have macrgsand sel
extracting zip filesPure data files, text files, and pictures are examples of files that will not be scanned.

Important: if you use this configuratiotip, be sure to schedule a daily sdaw (seeTip5: Fortify
defenses byetting up adaily deep scan as someystemattackscan bestarted with norexecutable
files.

From the Setup section, select Antivirus amdispyware and choose the Configure... link
ESET Smart Security

o109 User interfacev Setupv Toolsw Helpw

Computer protection provided by ThreatSense technology

[g Protection status @ Antivirus and antispyware protection

Computer scan

Real-time file system protection (i v Enabled
Disable

Configure...
Setup /Edit exclusions...
» |

Update

Antivirus and aml;p;@;re
Personal firewall Email protection (i v Enabled
Antispam module Disable

Configure...
Tools

Web access protection 5’ v Enabled

Help and support Disable

Configure...

Temporarily disable Antivirus and antispyware protection

Configure computer scan...

 Display: Advanced mode Advanced Antivirus and antispyware protection setup...

From there, click the Setup... button for the ThreatSense engine.



ESET Smart Security

(=1 Antivirus and antispyware > Real-time file system protection

& Real-time file system prot{lil Enable real-time file system protection
& Elr:}na’l‘ldprohecfttxg\ ok ThreatSense engine parameter setup:
- Microsoft Outlool
. T Actions Additional ThreatSense parameters for newly created and modified files
& ‘;IEJ:OP3 5 Runtime packers
—I-Web access protection
1 HTTP L [¥] self-extracting archives
- On-demand computer scai Advanced heuristics
- Exclusions
[=)- Personal firewall Media to scan Scan on
l;;;es adnddzones oo Local drives File open Dickatte acoess
- IDS and advanced options _ =
. Application modification d [¥]Removable media [V]File creation Computer shutdown
- Protocol filtering = Network drives File execution
T - Connection view
- Antispam module Advanced setup
n;-;lpd'ahe Optimized scanning
(= Tools
- Log files [¥] Automatic real-time file system protection startup
-~ Quarantine
- Scheduler -
< m »
[ ok || cancel || Defauit |
T T ¥,

Configure the Cleaning action to take. For standard game play, we recommend the default setting
which will automatically clean arngfected file it can without pojups, but will still alert you if there is
something that cannot be cleaned or deleted automatically. For tournament play, you may wish to set
this to Strict Cleaning, which will not alert you in either case (if you dplibisure to check the ESET

logs at least daily)



, f el )

ThreatSense engine parameter setup : L -
- \

- Objects Cleaning

Options Cleaning level:

C!eamrfg No deaning ' i Strict dleaning

i~ Extensions

‘.. Other In this mode, the program will attempt to automatically dean or delete
infected files. If neither action can be performed, an alert window with
a list of available actions will be displayed. An alert window will also be
displayed if an action fails.

Next, select Extensions on the left, and clear the box marked Scan alfiiels OK to complete. Now
only files with the extensions listed will be scanned as they are accessed. Extensions candily manu
added or removed but ESET keeps the listaidate during regular updates, so changing the extensions
list should not normally be necessary.






